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e Post Columbia Accident Investigation

Engineering PRT and Quality reviewed all STS 107 and 109 paper
Reviews identified work instruction technical errors and performance
errors
Technical errors presented greatest potential risk for impact to
hardware fidelity for intended use
Performance errors presented the greatest potential risk to causing
hardware damage and processing delays

KSC NASA Chief Engineer requested Process Assurance Engineering
(PAE) determine cause and corrective actions to improve work
instruction accuracy

Joint USA and NASA Corrective Action Implementation Team (CAIT)
established to implement CA

#1 Recommendation - Build a monitoring System

e Separate joint effort by PAE and NASA QE to understand causes of
Processing Induced errors in relation to Process Escapes.
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e Risk Based Quality System (RBQS)

e Process Assurance Engineering implemented a Risk Based Quality
System that assesses risks based on controls

e Controls are assessed to determine capability and repeatability based

on a hierarchy of control strength and 5 elements of a well designed
behavioral control

A Risk Based Quality System ensures that processes are Capable and
Repeatable and will be performed successfully independent of
additional individual knowledge or experience requirements

e The tenets of the Risk Based Quality System were used to implement
monitoring and assessment processes to reduce errors and risk

e Revised monitoring and measurement systems as well as use of some
RBQS tools fully implemented prior to FY06
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WAD Technical Errors

2.500

Since
implementation of
the combined TAMS

2.000 and Process
Sampling Monitoring
System in FY06 the

1.500 error rate declined
over 80% through
FY 2010

1.000

0.500
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® Error Rate* 2.325 1.336 0.741 0.628 0.422

* Errors Per 1000 pages
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RBQS Results
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RBQS Results
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Process Escape FY Rate

FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
PEs per flow 14 12 7.5 8 6.75 5
STS Flows 2 K} 4 5 4 3
Total PEs 28 36 30 40 27 15

Note: Rate based on the average of Total Process Escapes per STS Flow (PEs per flow)

Process Escapes
per flow declines
over 60%

through FY 2010
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RBQS Results
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1. Risk Score Card

e Provides a standardized method for calculation of likelihood and
consequence

2. Hierarchy of Controls

e Ranks controls based on retention, vulnerability and distribution
3. DATOM Analysis

e Analyzes key attributes of a process to determine potential success
4. Control Based Risk Assessment (CoBRA)

e Performs Risk Assessments by analyzing control strength instead of
depending on probabilities for likelihood determination

5. Control Based Cause Analysis

e Analyzes failures related to controls (missing, weak or bypassed)
6. Predictive Control Analysis

e Predicts where controls are likely to fail
7. Process Design Tool

e Maps processes to align contractual and regulatory requirements with
operational actions

8. Risk Integrated Process Design (RIPD)

e Develops and analyzes processes based on potential consequences of
actions

9. Process Sampling
e Measures the health of a process through continuous monitoring
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Risk Score Card

Use this Scomcard to assess
SFOC (S5P/I55) program ris k:
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Hierarchy of Controls

Distribution

Has everyone who could
influence the outcome or
objective been informed of the
control?

Retention

For those needing to take
action, how much of what is
expected to be done up to their
memory versus what is clearly
provided to them at the time
those actions are to be taken?

Vulnerability

Does everyone have a clear
understanding of what is
expected? Is that expectation
enforced by management? Is
that expectation within the
cultural norm?

Control Suitability Scorecard
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* DATOM Analysis evaluates a process based on five key attributes to determine
if a process is capable and repeatable

— Define

* States the actions to be performed so it cannot be misunderstood or
interpreted in more than one way

— Assign

* Specifies a single person or organization responsible for ensuring the
success of the actions

— Train

* Identifies the necessary skills/knowledge/experience required to
perform the actions

— Organize

®* Provides the necessary environment and tools that facilitate successful
performance of the actions

— Monitor
®* Monitors, Measures and Manages the actions performed



SSP - Quality Lessons Learned

Control Based Risk Assessment CoBRA

e Determines the likelihood of an unwanted
event by analyzing the controls designed USA

tO p reve nt O r m itig ate CO n Seq u e n CeS Control Based Risk Assessment
. USA HOME | MAIN MENU Current User: Sullivan, Patrick K Permission Level: ReadOnly
e Bases risk assessment on facts not
intUition 07/13/2007

Short Fasteners - Panels Only

e Does NOT depend on the probability
of the ocourrence
e Evaluates risk over the entire life of e B S R R
the process “
e Assists in determining best process

enhancements and precludes the use of
ineffective corrective actions

e Bridges communication between
technical employees and management
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Conclusion
®* People Make Mistakes

* Risk Management is an aggregate of activities designed to reduce the
likelihood of an unwanted event from occurring

* Risk Based Quality is the design and use of behavioral controls to reduce
the likelihood of human error resulting in a negative consequence



